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Multi-step attack detection method based on network
communication anomaly recognition
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Abstract: In view of the characteristics of internal fixed business logic, inbound and outbound network access behavior,
two classes and four kinds of abnormal behaviors were defined firstly, and then a multi-step attack detection method was
proposed based on network communication anomaly recognition. For abnormal sub-graphs and abnormal communication
edges detection, graph-based anomaly analysis and wavelet analysis method were respectively proposed to identify ab-
normal behaviors in network communication, and detect multi-step attacks through anomaly correlation analysis. Exper-
iments are carried out on the DARPA 2000 data set and LANL data set to verify the results. The experimental results
show that the proposed method can effectively detect and reconstruct multi-step attack scenarios. The proposed method
can effectively monitor multi-step attacks including unknown feature types. It provides a feasible idea for detecting com-

plex multi-step attack patterns such as APT. And the network communication graph greatly reduces the data size, it is

suitable for large-scale enterprise network environments.
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